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1 TONG QUAN VE CONG NGHE Vi
1.1 Vi Bitcoin:

T "vi" duoc st dung dé md ta mot vai van dé khéac nhau trong bitcoin. O
cap do cao, vi 1a mot ung dung dong vai tro 13 giao dién ngudi dung chinh. Vi
kiém soét quyén truy cap vao tién caa nguoi dung, quan Iy khoa va dia chi, theo
ddi sé du, tao va ky giao dich. Hep hon, tir quan diém cua mot 1ap trinh vién, tur
"vi" d& cap dén cau tric dir liéu duoc sur dung dé luu trit va quan ly khoa caa
nguoi dung.

Trong phan nay, ching ta s& xem xét y nghia thtr hai, trong d6 vi 1a noi chtra
“private key”, thuong dugc trién khai dudi dang tép c6 cau tric hoic co sé dir
licu don gian. Trong dé, cac cdng nghé khac nhau duoc tom tat khi sir dung dé
xay dung vi bitcoin than thién véi nguoi dung, an toan va linh hoat.

Mot quan niém sai 1am phé bién vé bitcoin 1a vi bitcoin c6 chia bitcoin.
Trén thuc té, vi chi chira key. Cac "coin" dugc ghi lai trong blockchain trén
mang Bitcoin. Nguoi dung kiém soat cac dong tién trén mang bang céach ky cac
giao dich bang cac khoa trong vi cua ho. Theo mot nghia nao do, vi bitcoin 1a
maot chudi khoa (keychain).

Vi Bitcoin chua key, khong phai chaa coin. Mdi ngudi dung ¢ mét vi chira
key. Vi thuc sy la chudi khoa chta cac cip key tu / cong khai
([private_public_keys]). Nguoi dung ky giao dich bang cac khoa, qua d6 chiing
minh ho so hitu dau ra giao dich (tién caa ho). Cac dong tién duoc luu trir trén
blockchain dudi dang dau ra giao dich (thudng dwoc ghi nhan 1a vout hoic
txout).

C6 hai loai vi chinh, duoc phan biét bang viéc cac khéa ma ching chua co
lién quan dén nhau hay khong.

Loai dau tién 1a vi khong xac dinh (nondeterministic wallet), trong d6 mdi
khoa duoc tao doc 1ap tir mot s6 ngau nhién. Cac khoa lién quan dén nhau. Loai
vi nay con duoc goi la vi JBOK tir cum tir "Just a Bunch Of Keys".



Loai vi thir hai 13 vi xac dinh (deterministic wallet), trong d6 tat ca cac khéa
c6 ngudn gbc tir mot khoa chinh (master key) duy nhét, duoc goi 1a seed (seed).
Tat ca cac khda trong loai vi ndy c6 lién quan véi nhau va cé thé duoc tao lai
néu mot khoa cé seed ban dau. Co6 mot sé phuong phap phéi sinh khoa (key
derivation) khac nhau dwoc sir dung trong vi xac dinh. Phuong phap phai sinh
duoc sir dung phd bién nhat sir dung cu trc hinh cay (tree-like structure) va
duoc goi 1a vi xac dinh phan cip hoic vi HD (Hierarchical Deterministic).

Vi xac dinh dugc khai tao tir mot chudi ngau nhién (entropy). Dé lam cho
nhitng tha nay dé sir dung hon, cac chudi ngau nhién dugc ma héa dudi dang
c4c tir tiéng Anh, con duoc goi 1a cac tir ma ghi nhé (mnemonic code words).

Vi khéong xac dinh (ngau nhién) (Nondeterministic (Random) Wallets)

Trong vi bitcoin dau tién (bay gio duoc goi la Bitcoin Core), vi I tap hop
cac private key duoc tao ngau nhién. Vi du: may khach Bitcoin Core ban dau
tao trugc 100 private key ngau nhién khi méi bat ¢au va tao nhiéu khoa hon khi
can, chi sir dung mdi khoa mot lan. Nhiing vi nhu vay dang dugc thay thé bang
vi xac dinh vi chling cong kénh dé quan 1y, sao luu va nhap. Nhuoc diém cua
cac khoa ngau nhién 1a néu tao nhiéu trong sb ching thi phai giir ban sao cua tat
ca chung, co nghia 1a vi phai duoc sao luu thuong xuyén. Mdi khoa phai duoc
sao luu hodc sb tién ma nd kiém soat s& bi mat khdng thé huy ngang néu vi
khong thé truy cap duoc. Piéu ndy mau thuan truc tiép vai nguyén tic tranh su
dung lai dia chi, bang cach st dung mdi dia chi Bitcoin chi cho mét giao dich.
Viéc st dung lai dia chi 1am giam quyén riéng tu bang céach lién két nhiéu giao
dich va dia chi voi nhau. Vi khong xac dinh Loai 0 14 mot lwa chon khong tét
cua vi, dic biét néu mudn tranh su dung lai dia chi vi né c6 nghia 13 quan ly
nhiéu khoa, diéu nay tao ra nhu cau sao luu thuong xuyén. Mic di ang dung
khach hang Bitcoin Core bao gom vi Type-0, nhung viéc str dung vi nay khdng
duoc khuyén khich boi cac nha phat trién Bitcoin Core. Vi khong xac dinh
(ngau nhién) loai 0: mot tap hop cac khoa dugc tao ngau nhién cho thay mot vi
khong xac dinh, chira mot bo suu tap long 1éo cac khoa ngau nhién.

Viéc st dung vi khong xac dinh khong duoc khuyén khich cho bat ctr diéu
gi khac ngoai cac bai kiém tra don gian. Ching chi don gian 1a qua cong kénh



dé sao luu va st dung. Thay vao d0, hdy sir dung vi HD duya trén tiéu chuan
nganh véi chudi ngau nhién ghi nhé (entropy hoic "initial seed") dé sao luu.
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Hinh 1. Vi khong xac dinh (ngau nhién) loai 0: tap hop cac khoa duoc tao
ngau nhién

¢ Vi xac dinh (seed) - Deterministic (Seeded) Wallets

Vi xac dinh, hoic "seeded", 1a vi chira cac private key déu c6 ngudn géc tir
mot seed chung, thdng qua viéc sir dung ham bam mot chiéu (one-way hash
function). Seed 1a mét s6 duoc tao ngiu nhién duoc két hop véi cac dix lidu
khac, chang han nhu s chi myc hoic "ma chudi — chain code" (xem Vi HD
(BIP-32 / BIP-44)) d¢ lay private key. Trong mot vi xac dinh, seed 1a da dé khoi
phuc tat ca cac khda dan xuat, va do d6 mot ban sao luu duy nhét tai thoi diém
tao 1a du. Seed ciing du dé xuat hoac nhap vi, cho phép dé dang di chuyén tat ca
cac khoa caa ngudoi ding giita cac trién khai vi khac nhau. Vi xac dinh loai 1
(seed): mot chudi cac khoa xac dinh c6 ngudn gbc tir seed cho thay so do logic
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Hinh 2. Vi x4c dinh loai 1 (seed): méot chudi cac khoa xac dinh c6 ngudn
goc tir seed

% Vi HD (BIP-32/BIP-44)

cua vi xac dinh.




Vi x4c dinh dugc phat trién dé gidp dé dang 1y duoc nhiéu khoa tir mot
"seed" duy nhat. Hinh thtc tién tién nhat cia vi xac dinh 1a vi HD dwgc xac
dinh bai tiéu chuan BIP-32. Vi HD chira cac khoa c6 ngudn géc tir cau tric cay,
sao cho khoa cha c6 thé ldy duoc mot chudi cac khoa con, mdi khéa con cé thé
ldy dugc mot chudi cac khoa chau, v.v., dén do sdu v han. Cau tric cay nay
dugc minh hoa trong vi HD Loai 2: mét cay khoa duoc tao tir mot seed duy
nhét.
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Hinh 3. Vi HD loai 2: mot cay khoa dugc tao tir mot seed duy nhat

Vi HD cung cap hai lgi thé 16n so véi cac khéa ngau nhién (khéng xac
dinh). Dau tién, cau tric cay c6 thé duoc sir dung dé thé hién y nghia t6 chic bd
sung, chang han nhu khi mot nhanh cu thé cua khoa con duoc st dung dé nhan
cac khoan thanh toan d¢én va mot nhanh khac dugc s dung dé nhan thay doi tur
cac khoan thanh toan di. Cac nhanh khoa ciing c6 thé dugc s dung trong to
chtic cong ty, phan bo cac chi nhanh khéac nhau cho cac phong ban, céng ty con,
chtic nang cu thé hodc danh muc ké toén.

Uu diém thtr hai ctia vi HD 13 nguoi ding c6 thé tao mot chudi khda cong
khai ma khong can truy cap vao céac private key twong tng. Diéu nay cho phép
vi HD duogc sir dung trén mdt may chu khong an toan hoac trong kha nang chi
nhan, phat hanh mot khoa cong khai khac nhau cho méi giao dich. Cac khoa
cong khai khong can phai duoc tai sin hodc duoc tao trude, nhung may chu
khong co cac private key dé cd thé giao dich tién.

¢+ Seed va ma ghi nhé (BIP-39)

Vi HD 1a mét co ché rat manh mé dé quan ly nhiéu khoa va dia chi. Ching

tham chi con hitu ich hon néu chung duoc két hop véi mot tiéu chuan hoa dé tao
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seed tir mot chudi cac tir tiéng Anh d& phién am, xuat va nhap qua vi. Diéu nay
duoc goi 1a ghi nhé - mnemonic va tiéu chuan duge xac dinh boi BIP-39. Ngay
nay, hau hét cac vi bitcoin (cling nhu vi cho céc loai tién dién tar khac) st dung
tiéu chuan nay va cd thé nhap va xuat seed dé sao luu va phuc hoi bang cach st
dung céc ghi nhé c6 thé tuong tac.

Hay xem xét diéu ndy tir goc do thuc té. Seed nao sau day dé sao chép, ghi
lai trén gidy, doc ma khong cd 13i, xuat va nhap vao vi khac?

Mot seed cho mét vi xac dinh, trong hex

0C1E24E5917779D297E14DA5F14E1ALA

Mot seed cho mét vi xac dinh, tr mot ghi nhd 12 tir

army van defense carry jealous true

garbage claim echo media make crunch
1.2 Cac phwong phap phd bién nhat vé vi

Khi cdng nghé vi bitcoin da phat trién, mot so tiéu chuan céng nghiép phd
bién nhat dinh da xuét hién gidp vi bitcoin c6 thé twong tac rong réi, dé sur dung,
an toan va linh hoat. Nhiing tiéu chuan chung nay la:

e Cac tr ma ghi nhé (Mnemonic code words), dua trén BIP-39

e ViHD (HD wallets), dua trén BIP-32

e Céu triic vi HD da ning (Multipurpose HD wallet structure), dya trén
BIP-43

e Vi da tién té va da tai khoan (Multicurrency and multiaccount wallets),
dua trén BIP-44

C4c tiéu chuan nay c6 thé thay doi hoac c6 thé tra nén I8i thoi bai su phat
trién trong tuong lai, nhung hién tai chding tao thanh mot tap hop cac céng nghé
ldng vao nhau da trd thanh tiéu chuan vi thyc té cho bitcoin.

Cac tiéu chuan da duoc ap dung bai mot loat cac vi bitcoin phan mém va
phan cang, 1am cho tat ca cac vi nay co thé tuong tac. Ngudi ding cé thé xuat
mnemonic dugc tao trén mot trong cac vi nay va nhap né vao mét vi khac, khoi
phuc tat ca céc giao dich, khoa va dia chi.



Mot sb vi du vé vi phan mém hd tro céc tiéu chuan nay bao gom (dugc liét
ké theo thir tu bang chir cai) Bluewallet, Breadwallet, Copay va Multibit HD. Vi
du vé vi phan cang hd tro cac tidu chuan nay bao gom (dugc liét ké theo thi tu
bang chir cai) KeepKey, Ledger va Trezor.

Cac phan sau ddy kiém tra chi tiét tirng cong nghé nay.

Néu dang trién khai vi bitcoin, n6 nén dugc xay dung dudi dang vi HD, voi
seed c6 ngudn goc tir va duoc mi hoa dudi dang ma ghi nhé dé sao luu, tudn
theo c4c tiéu chuan BIP-32, BIP-39, BIP-43 va BIP-44, nhu dugc mo ta trong
cac phan sau.

+¢+ Str dung vi Bitcoin

Gabriel, mot thiéu nién tré & Rio de Janeiro, ngudi dang diéu hanh mot cua
hang truc tuyén don gian ban 4o phéng, coc ca phé va nhan dan mang nhan hiéu
bitcoin. Gabriel sir dung vi phan ctng Trezor bitcoin (Thiét bi Trezor: vi HD
bitcoin trong phan cing) dé quan ly an toan bitcoin caa minh. Trezor 1a mot
thiét bi USB don gian voi hai nat luu trit khoa (dudi dang vi HD) va ky céc giao
dich. Vi Trezor thuc hién tat ca cac tiéu chuan nganh duoc thao luan trong
chuong nay, vi vay Gabriel khong phu thudc vao bat ky cong nghé doc quyén
hodc giai phap nha cung cap duy nhat nao.

Hinh 4. Thiét bi Trezor: vi HD bitcoin trong phan ctng

Khi Gabriel sir dung Trezor lan dau tién, thiét bi da tao ra mot chudi ngau
nhién (entropy), ghi nhé lién quan va ldy seed tir bo tao s6 ngau nhién phan
cting tich hop. Trong giai doan khai tao ndy, vi hién thi mot chudi cac tir dugc
danh so, ting tir mot, trén man hinh (xem Trezor hién thi mot trong céc
mnemonic).



7th word is:

Hinh 5. Trezor hién thi mét trong nhitng mnemonic

Bang céch viét ra ban ghi nhd nay, Gabriel da tao ra mot ban sao luu (xem
ban sao luu ghi nhé bang gidy cua Gabriel) ¢ thé duoc sir dung dé khdi phuc
trong truong hop mat mat hodc hu hong thiét bi Trezor. Ghi nhd nay cd thé
duoc sir dung dé khoi phuc trong Trezor méi hoic trong bat ky vi phan mém
hodc phan ctng twong thich ndo. Luu y rang chudi tir rat quan trong, vi vay cac
ban sao luu gidy ghi nhé ¢ khoang trang duoc danh s cho mdi tir. Gabriel da
phai can than ghi lai ting tir trong khong gian duoc danh sé dé bao toan trinh tu
chinh xac.

Bang 1. Ban sao luu gidy cua Gabriel vé ghi nhé

1. army 7. garbage
2.  wvan 8. claim

3. defense 9. echo

4.  carry 10.  media
5.  jealous M. make

6. true 12. crunch

Ghi chi: Mét ghi nha 12 tir duoc hién thi trong ban sao luu gidy cua Gabriel
vé ghi nhé, dé don gian. Trén thyuc té, hau hét cac vi phan cimg déu tao ra mot
ghi nhé 24 tir an toan hon. Ghi nhé dugc sir dung theo cting mot cach, bat ké do
dai.

Do6i véi lan trién khai dau tién cua ctra hang truc tuyén caa minh, Gabriel sir
dung mét dia chi Bitcoin duy nhat, duoc tao trén thiét bi Trezor cua minh. Dia
chi duy nhat nay dugc sir dung boi tat ca khach hang cho tat ca cac don dat
hang. Nhu chung ta sé& thiy, cach tiép can ndy c6 mot sé nhuoc diém va cd thé
dugc cai thién vai vi HD.



2 Chi tiét cong nghé vi

Bay gio ching ta hdy xem xét ting tiéu chuan nganh quan trong duoc st
dung chi tiét bai nhiéu vi bitcoin.

2.1 Twma ghi nhé (BIP-39) - Mnemonic Code Words (BIP-39)

Cac tir ma ghi nhé 1a céc chudi tir dai dién (ma hoa - encode) mot s6 ngau
nhién duoc sir dung lam seed dé iy vi xac dinh. Chudi tir 1a du dé tao lai seed
Va tir d6 tao lai vi va tat ca cac khoa dan xuat. Mot tng dung vi thuc hién vi xac
dinh véi cac mnemonic sé& hién thi cho ngudi ding mot chudi tir 12 dén 24 tir
khi lan dau tién tao vi. Chudi tir d6 1a ban sao luu vi va cé thé duoc st dung dé
khoi phuc va tao lai tat ca cac khoa trong cung mot hodc bat ky ¢ng dung vi
twong thich nao. Cidc mnemonic gitp ngudi dung sao luu vi dé dang hon vi
ching dé doc va phién am chinh xac, so véi mot chudi sé ngau nhién.

Cac mnemonic Mnemonic thuong bi nham I1an véi " brainwallets”. Chlng
khéng gidng nhau. Su khac biét chinh 14 brainwallets bao gom cac tir do nguoi
dung chon, trong khi cdc Mnemonic duoc tao ngau nhién boi vi va duoc trinh
bay cho nguoi dung. Sy khac biét quan trong nay lam cho cd&c mnemonic an
toan hon nhiéu, bai vi con nguoi 1a nguén ngau nhién rat kém.

M4 ghi nhé duoc dinh nghia trong BIP-39. Luu ¥ rang BIP-39 1a mét trién
khai cua tiéu chuan ma ghi nhd. C6 mot tiéu chuan khac, vai mot b tir khéc,
duoc sir dung boi vi Electrum va trudc BIP-39. BIP-39 dugce dé xuét bai cong
ty ding sau vi phan ctimg Trezor va khong tuwong thich voi viéc trién khai cua
Electrum. Tuy nhién, BIP-39 hién da dat duoc su hd tro rong réi cia nganh trén
hang chuc trién khai cé thé twong tac va nén duoc coi la tiéu chuan céng nghiép
thuc té.

BIP-39 dinh nghia viéc tao ma ghi nhé va seed, ma ching to6i mé ta ¢ day
trong chin budc. Pé rd rang, qua trinh ndy duoc chia thanh hai phan: cac budc
tir 1 dén 6 dugc hién thi trong Tao cac mnemonic va cac budc tir 7 dén 9 duoc
hién thi trong Mnemonic dén seed.

e Tg0 mnemonic - Generating mnemonic words



Cac mnemonic duoc tao ty dong bai vi bang céch st dung quy trinh chuan
hoa duoc xac dinh trong BIP-39. Vi bit dau tir mot ngudn entropy, thém tong
kiém tra - checksum va sau d6 anh xa entropy vao danh séach tr:

1. Tao mot chudi ngau nhién (entropy) tir 128 dén 256 bit.

2. Tao Checksum cua chudi ngiu nhién bang céch lay cac bit dau tién
(do dai entropy/32) cua ham bam SHA256.

3. Thém Checksum vao cudi chudi ngau nhién.

4. Chia két qua thanh cac doan c6 d6 dai 11 bit.

5. Anh xa mdi gia tri 11 bit thanh mét tir trong tir dién dugc xac dinh
trudc gom 2048 tu.

6. Ma ghi nhé la chudi tir.

- Tao entropy va ma héa dudi dang cac mnemonic cho thay entropy duoc str
dung nhu thé nao dé tao ra c&c mnemonic.

Mnemonic Words
128-bit entropy/12-word example

® Generate Entropy (128bits) SHA256 @

First 4 bits

Entropy (128 bits) C?E%Iits:;m @

@ Split 132-bits into 12 segments of 11-bits each

BIP39 English Word List (2048 words)

@ 00000000000 | abandon
00000000001 |ability

00001100000 | army

11111111111 | zoo @

Twelve word mnemonic code:

army van defense carry jealous true
garbage claim echo media make crunch
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Hinh 6. Tao entropy va ma hoa dudi dang cAc mnemonic

- M4 ghi nhé: entropy va do dai tir cho thiy méi quan hé gitra kich thuéc
cua dir liéu entropy va do dai cia ma ghi nhé trong tur.

Bang 2. Ma ghi nhd: entropy va d6 dai tur

Entropy (bits) Checksum (bits) Entropy + checksum (bits) Mnemonic length (words)

128 4 132 12
160 5 165 15
192 6 198 18
224 7 231 21
256 8 264 24

e Mnemonic dén seed

Cac mnemonic dai dién cho entropy véi do dai tir 128 dén 256 bit. Entropy
sau d6 dugc st dung dé 1ay mot seed dai hon (512-bit) théng qua viéc st dung
key-stretching function PBKDEF2. Seed dugc tao ra sau d6 dugc s dung dé xay
dung maot vi xac dinh va liy dugc key cua no.

Key-stretching function c¢6 hai tham sé: mnemonic va salt. Muc dich cua
salt trong churc nang kéo dai phim la gay kho khan cho viéc xay dung bang tra
ctiru cho phép tan cong brute-force attack. Trong tiéu chuan BIP-39, salt c6 mot
muc dich khac - n6 cho phép giéi thiéu cum mat khau dong vai tro 13 yéu té bao
mat bd sung bao vé seed, nhu ching toi s& mo ta chi tiét hon trong Cum mat
khau tly chon trong BIP-39.

Qua trinh dugc mo ta trong cac budc tir 7 dén 9 tiép tuc tir quy trinh duoc
mo ta trude do trong Tao CAC mnemonic:

7. Tham s dau tién cta ham tao khoéa bi mat tir mat khau PBKDF2 1a
mnemonic duoc tao ra tir buoc 6.

8. Tham sb tht hai cia ham tao khoa bi mat tir mat khau PBKDF2 1a
salt. Salt bao gom hang s6 chudi "mnemonic" dugc ndi voi chudi cum
mat khau tily chon do ngudi diing cung cap.

11



9. PBKDF2 ham tao khda bi mat tir mat khau cac tham sb ghi nho va
salt bang cach st dung 2048 vong bam véi thuat toan HMAC-
SHAS512, tao ra gié tri 512 bit 1am dau ra cudi cing. Gia tri 512 bit d6
la seed.

Mnemonic dén seed cho thdy cach ghi nhé dugc sir dung dé tao seed.

@ Mnemonic to Seed

Mnemonic Code Words Salt
“army van defense carry jealous true “mnemonic” + (optional) passphrase
garbage claim echo media make crunch”

Key Stretching Function
PBKDF2 using HMAC-SHA512

2048

@ rounds

512-bit Seed

5b56c4d417303faaifcha7eb7400e120a0ca83ec5ad4fc9ffba’57fbetifhd77a89
ala3bedc67196f57c3%9a88b76373733891bfabal 6ed27a813ceedd98804c0570

Hinh 7. Mnemonic dén seed

Ham tao khoa bi mat tir mat khau, véi 2048 vong bam, 13 mét bién phap bao
vé rat hiéu qua chdng lai cac brute-force attack chéng lai ghi nhé hoic cum mat
khau. N6 l1am cho n6 cuc ky ton kém (trong tinh toan) dé thir hon mét vai nghin
cum mat khau va két hop ghi nhé, trong khi sb lugng tao ra seed c6 thé 1a rat
I6n (2512).

Bang #mnemonic_128 no_pass, #mnemonic_128 w_pass va
#mnemonic_256_no_pass hién thi mot sé vi du vé ma ghi nhé va seed ma
chding tao ra (cd hodc khéng c6 cum mat khau).
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Bang 3.

Entropy input
(128 bits)

Mnemonic (12
words)

Passphrase

Seed (512 bits)

Bang 4.

Entropy input
(128 bits)

Mnemonic (12
words)

Passphrase

Seed (512 bits)

Bang 5.

Entropy input
(256 bits)

Mnemonic (24
words)

Passphrase

Seed (512 bits)

M4 ghi nhé entropy 128 bit, khdng cd cum mat khau, seed két qua

0c1e24e5917779d297e14d45f14e1ala

army van defense carry jealous true garbage claim echo media make crunch

(none)

5b56¢417303faa3fcba7e57400e120a0ca83ec5a4fc9ffba757fbe63fbd77a89a1a3bedc67196f57¢39
a88b76373733891bfabal6ed27a813ceed498804c0570

Ma ghi nhé entropy 128 bit, véi cum mat khau, seed két qua:

0c1e24e5917779d297e14d45f14elala

army van defense carry jealous true garbage claim echo media make crunch

SuperDuperSecret

3b5df16df2157104cfdd22830162a5e170c0161653e3afe6c88defeefb0818c793dbb28ab3ab091897d0
715861dc8a18358f80b79d49acf64142ae57037d1d54

M4 ghi nhé entropy 256 bit, khdng c6 cum mat khau, seed két qua

2041546864449¢aff939d32d574753fe684d3c947c3346713dd8423e74abcf8c

cake apple borrow silk endorse fitness top denial coil riot stay wolf luggage oxygen faint major edit measure invite love
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Nhiéu vi khéng cho phép tao vi véi nhiéu hon mot cum mnemonic 12 tir. s&
nhan thiy tir cac bang trén rang mac du d6 dai duy nhét caa dau vao entropy,
kich thudc seed van giit nguyén (512 bit). Tur goc dd bao mat, luong entropy
thuc sy duoc sir dung dé san xuat vi HD 1a khoang 128 bit, twong dwong vai 12
tir. Cung cap hon 12 tir tao ra entropy bo sung la khéng can thiét va entropy
khong sir dung nay khong duoc sir dung cho dan xuat cua seed theo cach ma
ngudi ta ¢ thé nghi ngo ban dau. Tur goc do kha nang sir dung, 12 tir ciing dé

dang hon dé viét ra, sao luu va luu trit.

e Cum

mdt khau ty chen trong BIP-39
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Tiéu chuan BIP-39 cho phép str dung cum mat khau tiy chon trong dan xut
cua seed. Néu khdng c6 cum mat khau nao dugc sir dung, ghi nhd dugc tao ra
bang mot salt bao gom chudi khéng doi "ghi nhé", tao ra mot seed 512 bit cu
thé tir bat ky ghi nhé nhat dinh nao. Néu mot cum mat khau duogc sir dung,
chdng lai cac brute-force attack chong lai ghi nhé hoic cum mat khau. N6 1am
cho nd cuc ky ton kém (trong tinh toan) dé thir hon mot vai nghin cum mat khau
va két hop ghi nhé, trong khi s6 luong tao ra seed c6 thé 1a rat Ion (2512) sé& tao
ra mot seed khéac véi ciing mot ghi nhd d6. Trén thuc té, vai mét ghi nhé duy
nhat, moi cum mat khau cé thé dan dén mot seed khac nhau. Vé co ban, khéng
c6 cum mat khau "sai". Tat ca c4c cum mat khau déu hop 1é va tat ca ching déu
dan dén céc seed khac nhau, tao thanh mot tap hop 16n cac vi chua duoc khoi
tao cO thé. Tap hop céc vi cd thé qué lon (2512) dén ndi khéng cd kha ning thuc
té dé tin cong hoic vo tinh doan dugc mot vi dang duoc sir dung.

Khong ¢6 cum mat khau "sai" trong BIP-39. Md&i cum mat khau dan dén
mot s6 Vi, trir khi duoc sir dung trude do sé tréng.

% Cum mat khau tdy chon tao ra hai tinh ning quan trong:

- Yéu té tha hai (Mot cai gi d6 duoc ghi nhé) 1am cho viéc ghi nhé tro nén
v6 dung, bao vé cac ban sao luu ghi nhé khoi sw xam pham cuaa ké trom.

- Hinh thire tir chdi hop 1y hodc "vi cudng bic", trong d6 mot cum mat khau
duoc chon dan dén mét vi c6 mot sb tién nho duogc st dung dé danh lac hudng
ké tan cong khoi vi "thuc” chaa phan Ion tién.

Tuy nhién, diéu quan trong can luu ¥ 13 viéc st dung cum mat khau ciing
gay ra rai ro mat mat:

- Néu chu s& hiru vi mat kha ning hoic da chét va khong ai khéc biét cum
mat khau, ma ghi nhd 12 vd dung va tat ca so tién duoc luu trit trong vi s& bi mat
vinh vién.

- Nguoc lai, néu chi so hiru sao luu cum mat khau & ciing mét noi véi ma
ghi nhé, né s& danh bai muc dich cua yéu tb thi hai.

Mic dU cum mat khau rat hitu ich, nhung chung chi nén duoc sir dung két
hop véi quy trinh duoc 1&n ké hoach can than dé sao luu va phuc hoi, xem xét
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kha ning séng sot cua chu s hitu va cho phép gia dinh ho khdi phuc tai san tién
dién tu.

< Lam viéc véi ma ghi nhé: BIP-39 duoc trién khai nhu mot thu vién bing
nhiéu ngén ngit 1ap trinh khac nhau:

- Python- mnemonic: Viéc trién khai tham chiéu tiéu chuan cua nhém
SatoshiLabs da dé xuat BIP-39, bang Python.

- BitcoinJS / BIP39: Trién khai BIP-39, nhu mot phan cua khung bitcoinS
phd bién, trong JavaScript.

- libbitcoin/ghi nhé: Trién khai BIP-39, nhu mot phan cua khung Libbitcoin
pho bién, trong C ++.

2.2 Tao Vi HD tir Seed

Vi HD duogc tao tir mot seed géc duy nhat, 1a mot sé ngau nhién 128, 256
hodc 512 bit. Thong thuong nhat, seed nay duoc tao ra tir mot ghi nhé nhu chi
tiét trong phan trudc.

Mbi khoa trong vi HD déu ¢ nguon gdc xac dinh tir seed gbc nay, gilp cé
thé tao lai toan bo vi HD tir seed d6 trong bat ky vi HD twong thich nao. Piéu
nay gilp dé dang sao luu, khoi phuc, xuat va nhap vi HD chaa hang nghin hoac
tham chi hang triéu khda bang cach chi can chuyén ghi nhé ma seed géc c6
ngudn gdc.

Quaé trinh tao khoa chinh va ma chudi chinh cho vi HD duoc thé hién trong
Tao khda chinh va ma chudi tir seed géc.

Cryptographically Secure Pseudo-Random Master
Number Generator Private Key
+ um“
Mnemonic Code Words (256 bits)
“army van defense " +
¥ 4
Master
HMAC-SHAS512
Root Seed - Public Key
(128, 256 or 512 bits) »| (512bits output M
One-Way Hash (264 bits)
Function
Master
Chain Code
(256 bits)
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Hinh 8. Tao khoa chinh va ma chudi tir seed gdc

Seed gdc duoc nhap vao thuat toan HMAC-SHAS12 va ham bam két qua
duoc sir dung dé tao private key chinh (m) va ma chudi chinh (c).

Private key chinh (m) sau d6 tao khoa cong khai chinh (M) tuong wng bang
cach sir dung qua trinh nhan duong cong elip binh thuong m * G ma chuing ta
da thay trong [pubkey].

M4 chudi (c) duoc str dung dé gisi thiéu entropy trong ham tao khoéa con tir
khoa cha, nhu chiing ta s& thiy trong phan tiép theo.

% Dan xuat khoa con riéng tu

Vi HD sir dung chiic ning phai sinh khéa con (CKD) dé lay khoa con tir
khoa cha. Cac ham phai sinh khoa con dua trén ham bam mét chiéu két hop:

e Private key hoac khoa cong khai cha (khéa nén ECDSA)
e Mot seed dugc goi 1a ma chudi (256 bit)
e S6 chi muc (32 bit)

M4 chudi duogc st dung dé giéi thiéu dir liéu ngau nhién xac dinh vao quy
trinh, do d6 viéc biét chi muc va khoa con 1a khéng du dé lay céc khoa con
khac. Biét khoa con khong gilip c6 thé tim thay anh chi em caia n6, trir khi ciing
c6 ma chudi. Seed ma chudi ban dau (¢ gdc cay) duoc tao ra tir seed, trong khi
cac ma chudi con tiép theo cd nguon goc tir méi ma chudi cha.

Ba muc nay (khoa cha, ma chudi va chi muc) duoc két hop va bam dé tao

khoa con, nhu sau.

Khoa cong khai me, ma chudi va sb chi muc dugc két hop va bam véi thuat
toan HMAC-SHA512 dé tao ra ham bam 512 bit. Him biam 512 bit nay duoc
chia thanh hai ntra 256 bit. Nua bén phai 256 bit caa dau ra bam tré thanh ma
chudi cho khda con. Nira bén trai 256 bit ctia ham bam dugc thém vao khda cha
dé tao private key con. Trong mé rong private key cha dé tao private key con,
chiing ta thay diéu nay dugc minh hoa bang chi muc duoc dit thanh 0 dé tao ra
con "khong" (dau tién theo chi muyc) cua cha me.

Thay d6i chi muc cho phép mé rong chi muc khda cha me va tao cac khoa
con khac theo chudi, vi du: Tré 0, Tré 1, Tré 2, v.v. Mdi khda cha co thé cé
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2.147.483.647 (231) con (231 la mot nira ciia toan bo pham vi 232 ¢6 san vi nia
con lai duoc danh riéng cho mot loai phai sinh dic biét ma ching ta s& néi dén

sau trong chuong nay).

Hinh 9. M& rong private key caa cha me dé tao private key con

Parent Child (Index 0)
Private Key Private Key
(256 hits) (256 bits)

¥ . ¥

Parent HMAC-SHA512 Child
Public Key (512 bits output) Public Key
(264 bits) (264 bits)

One-Way Hash Function

Parent Child (Index 0)
Chain Code Chain Code
(256 bits) (256 bits)

Index

Number

(32 bits, e.g.0)

Lap lai qua trinh mot cip xudng cay, mdi khoa con c6 thé lan luot tré thanh
khoa cha me va tao ra cac khoa con cua riéng minh, trong vo so thé hé.

% Str dung khoa con c6 ngudn goc

Private key cua con khong thé phan biét duoc voi cac khoa khong xac dinh
(ngau nhién). Vi ham phai sinh 1a ham mat chiéu, khda con khong thé duogc si
dung dé tim khoa cha. Khoa con ciing khong thé duoc st dung dé tim bat ky
anh chi em nao. Néu c6 con tht n, khng thé tim thay anh chi em cua no, chang
han nhu con n-1 hoic con n + 1, hoic bat ky con nao khac 1a mot phan cua
chudi. Chi c6 khda cha va ma chudi méi co thé lay duoc tat ca cac khoa con.
Néu khong c6 ma chudi con, khoa con ciing khong thé dugc sir dung dé 1y bat
ky chau ndo. can ca private key cua con va ma chudi con dé bat dau mot nhanh
méi va lay chéu.

Vay private key cua con c6 thé dugc sir dung dé lam gi? N6 c6 thé duoc sir
dung dé tao khoa cong khai va dia chi Bitcoin. Sau d6, n6 c¢6 thé dugc st dung
dé ky céc giao dich dé chi tiéu bat cir thir gi duoc tra cho dia chi do.
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Chu y: Private key con, khéa coéng khai twong ung va dia chi Bitcoin déu
khong thé phan biét duoc voi cac khoa va dia chi duoc tao ngau nhién. Thuc té
la chling 1a mot phan caa mot chudi khong hién thi bén ngoai chic nang vi HD
da tao ra ching. Sau khi dugc tao, chung hoat dong chinh xac nhu cac phim
"binh thuong".

¢ Phim m¢ rong

Nhu ching ta d3 thiy trudc d6, ham phai sinh khoa c6 thé duoc st dung dé
tao con & bat ky cap do ndo cua cdy, dya trén ba dau vao: khoa, ma chudi va chi
muc caa con mong muén. Hai thanh phan thiét yéu 1a ma khoa va ma chudi, va
két hop ching duoc goi 1a khda ma rong. Thuat ngir "khda mé rong" cling co
thé duoc coi 1a "khda mé rong" vi mot khoa nhu vay c6 thé duoc sir dung dé lay
con.

Cac khéa mad rong duoc luu trir va biéu dién don gian dudi dang ndi cua
khoa 256 bit va ma chudi 256 bit thanh chudi 512 bit. C6 hai loai phim mo
rong. Private key ma rong la su két hop cua private key va ma chudi va co thé
duoc sir dung dé lay private key con (va tir chiing, khoa coéng khai con). Khéa
cong khai mo rong 1a khda cong khai va ma chudi, c¢d thé duoc sir dung dé tao
khéa cbng khai con (chi cong khai), nhu duoc mé ta trong
[public_key derivation].

Mot khda mé rong nhu géc ctia mot nhanh trong cau trdc cay cua vi HD.
Véi goc caa nhanh, cé thé lay phan con lai cia nhanh. Private key ma rong co
thé tao mot nhanh hoan chinh, trong khi khéa cong khai mé rong chi co thé tao
mot nhanh khéa cong khai.

Meo: Khda mé rong bao gom private key hoac khéa cong khai va ma chudi.
Mot khéa mé rong co thé tao ra con, tao ra nhanh riéng cua né trong cau tric
cay. Chia sé khdéa mé rong cho phép truy cap vao toan b chi nhanh.

Cac khda mo rong dugc ma hoa bang Base58Check, dé dé dang xuat va
nhap gitra cac vi twong thich BIP-32 khac nhau. Ma hoa Base58Check cho cac
khéa mé rong sir dung s6 phién ban dic biét dan dén tién té "xprv" va "xpub"
khi dugc md hoa bang cac ky tu Base58 dé l1am cho ching dé nhan biét. Boi vi

18



khoa mé rong 1a 512 hoic 513 bit, né ciing dai hon nhiéu so véi cac chudi duoc
ma hoa Base58Check khac ma chiing ta da thay trudc dy.

Duéi day 1a vi du vé private key mo rong , dwoc ma hoa trong
Base58Check:

XprvotyUQV64JT5qs3RSTIKXCWKMyUgoQp7F3hALxzG6ZGubu6Q9V
MNjGr67Lctvy5P8oyaY ALICAWrUE9i6GoNMKUgaShiW6Hx4tws2six3h9c

Pbay la khoa cong khai mé rong twong tng , dugc ma hda trong
Base58Check:

Xpub67xpozcx8ped5XVuZLHXZeG6XWXHpGq6Qv5ecmNfi7cS5mtjJ2tgy
peQbBs2UARGKECeeMVKZBPLrtJunSDMstweyL XhRgPxdp14sk9tJPW9

< Dan xuat khoa con cong khai

Nhu da dé cap trude day, mot dac diém rat hitu ich cua vi HD la kha ning
ldy khoa con cong khai tir khda cha me cong khai ma khdng can c6 private key.
Diéu nay cho chung ta hai cach dé lay khoa cong khai con: tir private key cua
con hoic truc tiép tir khda cong khai cha.

Do d6, khoa cong khai mé rong cé thé duoc st dung dé lay tat ca cac khoa
cong khai (va chi cac khoa cong khai) trong nhanh dé cua cau tric vi HD.

Phim tit nay c6 thé duoc st dung dé tao cac trién khai khda cong khai rat an
toan trong d6 may chu hoac tng dung c6 ban sao cua khoa cong khai mé rong
va khong c6 private key tu ndo. Kiéu trién khai dé co thé tao ra vo sé khoa cong
khai va dia chi Bitcoin, nhung khong thé chi tiéu bat ky khoan tién nao dugc guri
dén cac dia chi d6. Trong khi d6, trén mot may chu khac, an toan hon, private
key mo rong c6 thé lay duoc tat ca cac private key tuong tmg dé ky giao dich va
tiéu tién.

Mot tng dung pho bién cua giai phap nay 1a cai dat khoa cong khai mé rong
trén may cha web phuc vu tng dung thuong mai dién tir. May cha web c6 thé
sir dung chirc ning phai sinh khoa cong khai dé tao dia chi Bitcoin mai cho moi
giao dich (vi du: cho gi6 hang cua khach hang). May chi web s& khdng c6 bat
ky private key nao dé bi danh cap. Néu khong cé vi HD, cach duy nhat dé lam
diéu nay la tao hang nghin dia chi Bitcoin trén mot may cha an toan riéng biét
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va sau d6 tai trudc ching trén may cha thuong mai dién ta. Cach tiép can do rat
cong kénh va yéu cau bao tri lién tuc dé dam bao rang may chu thuong mai dién
tir khong "hét" dia chi.

Mot ¢ng dung phd bién khéc cua giai phap nay 1a cho vi lanh hoic vi cang.
Trong truong hop do, private key mo rong co thé duoc luu trit trén vi gidy hoic
thiét bi phan ciing (chang han nhu vi phan ctng Trezor), trong khi khéa cong
khai mé rong cé thé duogc giir truc tuyén. Nguoi dung c6 thé tao dia chi "nhan"
theo y mudn, trong khi cac private key duoc luu trit ngoai tuyén mot cach an
toan. Dé chi tiéu tién, nguoi dung cé thé s dung private key ma rong trén ang
dung khéch Bitcoin ky ngoai tuyén hoac ky céac giao dich trén thiét bj vi phan
cing (vi du: Trezor). M¢ rong khoa cong khai cha dé tao khda cong khai con
minh hoa co ché md rong khoa cong khai cha dé lay khoa cong khai con.

Parent Child
Public Key Public Key
(264 bits) (264 bits)

Y

Parent HMAC-SHA512 Child (Index 0)
Chain Code (512 bits output) Chain Code
(256 bits) (256 bits)

One-Way Hash Function

Index

Number
(32 bits, eg. 0)

Hinh 10. M rong khoa cong khai cha dé tao khda cong khai con
< Dan xuat khoa con cing

Kha ning 1dy mot nhanh khoa cong khai tir xpub rat hiru ich, nhung né di
kém véi rai ro tiém an. Quyeén truy cap vao xpub khdng cap quyén truy cap vao
private key tu ctia con. Tuy nhién, vi xpub chira ma chudi, néu mot private key
cta con duoc biét hoic bang cach nao d6 bi rd ri, n6 cd thé dugc st dung Voi
ma chudi dé Iy tat ca cac private key con khac. Mot private key tu con bi ro ri,
cuing véi ma chudi cha, tiét 16 tt ca cc private key cua tat ca con. Té hon nia,
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private key con cting v&i ma chudi cha cd thé duoc sir dung dé suy ra private
key cua cha me.

Pé chéng lai rai ro nay, vi HD st dung mot chirc ning phai sinh thay thé
duoc goi la phai sinh cang, "phéa v&" mdi quan hé giita khoa cong khai me va
ma chudi con. Ham phai sinh cing st dung private key cha dé ldy ma chudi
con, thay vi khoa coéng khai cha. Diéu nay tao ra mot "twong lra" trong chudi
cha / con, véi ma chudi khéng thé dugc st dung dé thoa hiép private key cua
cha me hodc anh chi em. Ham dan xuat ctng tréng gan giong véi dan xuét
private key con thong thudng, ngoai trir private key cha dugc sir dung lam dau
vao cho ham bam, thay vi khoa cong khai cha, nhu thé hién trong so do trong
dan xuat ciing caa khoa con; bo qua khda cong khai cha.

Parent Child (Index 0")
Private Key Private Key
(256 bits) (256 bits)
Yy
HMAC-SHA512 Child
(512 bits output) Public Key
(264 bits)
One-Way Hash Function
Parent Child (Index 0"
Chain Code Chain Code
(256 bits) (256 bits)
Index
Number
(32 bits, e.0.0)

Hinh 11. Dan xuét cting caa mét khoa con; bé qua khéa cong khai cha

Khi ham phai sinh riéng cimg duoc st dung, private key con va ma chudi
két qua hoan toan khac vai két qua cuia ham phai sinh théng thuong. Két qua Ia
"nhanh" cua céc khoa co thé duoc st dung dé tao ra cac khoa cong khai mo
rong khdng d& bi tan cong, boi vi ma chudi ma ching chaa khdng thé bi khai
thac dé tiét 16 bat ky private key nao. Do dé, dao ham cung duoc sir dung dé tao
ra mot "khoang trong" trong cay trén muc sir dung khéa céng khai mé rong.
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NGi mot cach don gian, néu muédn st dung su tién loi cua xpub dé lay cac
nhanh khda cong khai, ma khong phai déi mit véi nguy co ma chudi bi ro ri,
nén lay no tir khoa cha cimg, thay vi khoa cha binh thuong (khdng cimg). Nhu
mot phuong phap hay nhat, con cip 1 cua cac khoa chinh luén c6 nguon géc
thong qua dao ham ctng, dé ngan chin sy Xam pham cua cac khoa chinh.

% Sb chi muc cho dao ham binh thudng va cing

S6 chi muc dugc sir dung trong ham dao ham 14 s nguyén 32 bit. Dé dé
dang phan biét giita cac khoa cd nguon gbc thong qua ham dao ham théng
thudng so voi cac khda cd ngudn goc thong qua dao ham cing, sé chi muc nay
duoc chia thanh hai pham vi. Cac sd chi s6 tr 0 dén 231-1 (0x0 dén
Ox7FFFFFFF) chi duoc sir dung cho dao ham thong thuong. Sé chi sé tir 231
dén 232—1 (0x80000000 dén OXFFFFFFFF) chi duoc sir dung cho dao ham
ctmg. Do d6, néu sé chi s6 nhé hon 231, con 1a binh thudng, trong khi néu sé
chi s6 bang hoic trén 231, con bi cang.

Pé 1am cho sé chi muc dé doc va hién thi hon, s6 chi muc cho con cung
duoc hién thi bat dau tir s6 khong, nhung véi ky hiéu s6 nguyén t6. Do d6, khoa
con binh thudng dau tién duoc hién thi 1a 0, trong khi khéa con cung dau tién
(chi s6 0x80000000) duoc hién thi 14 0&#x27;. Theo trinh tu sau d6, khoa ctng
thar hai s& c6 0x80000001 chi muc va s& dugc hién thi dudi dang 1&#x27;, v.v.
Khi thay chi s6 vi HD i&#x27;, diéu d6 c6 nghia 1a 231-+.

% Ma dinh danh khoa vi HD (duong dan)

Cac khoa trong vi HD dugc xac dinh bang cach st dung quy udc dat tén
"duong dan", véi mdi cap do cua cay dugc phan tach bang ky tu dau gach chéo
(/) (xem vi du vé duong dan vi HD). Private key ¢ ngudn géc tur private key
chinh bat dau bang "m". Khéa cong khai bat nguon tir khda cong khai chinh bat
dau bang "M". Do d9, private key con dau tién cua private key chinh la m / 0.
Khoa cong khai con dau tién 1a M / 0. Chau tha hai cua dira con dau tién 1am /
0/1, v.v.

"T6 tién" cta mot khoa dugce doc tir phai sang trai, cho dén khi dat dén
khoa chinh ma né dugc bat nguon. Vi du: ma dinh danh m / x /y / z mo ta
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private key la con thi z cua private key me m / x /'y, la con tha y cua private
key me m / X, la con thir x cua private key chinh me m.

Bang 6. Vi du vé duong dan vi HD

HD path Key described
m/0 The first (0) child private key from the master private key (m)
m/0/0 The first (0) child private key from the first child (m/0)

m/0'/0 The first (0) normal child from the first hardened child (m/0")
m/1/0 The first (0) child private key from the second child (m/1)

M/23/17/0/0  The first (0) child public key from the first child (M/23/17/0) from the 18th child (M/23/17) from the 24th child (M/23)

% Diéu hudng cau tric cay vi HD

Cau tric cay vi HD mang lai su linh hoat rat 16n. Mai phu huynh c6 thé c6 4
ty con: 2 ty tré binh thuong va 2 ty con khé khan. Mdi con trong s6 d6 co thé co
thém 4 ty con, v.v. Cay c6 thé sdu nhu mudn, véi vd sb thé hé. Tuy nhién, Véi
tat ca su linh hoat d6, viéc diéu hudng céi cay vo han nay tré nén kha kho khan.
Dic biét khd chuyén vi HD giira cac 1an trién khai, bai vi kha nang to chtc noi
bo thanh cac chi nhanh va chi nhanh phu la vo tan.

Hai BIP cung cdp mot giai phap cho su phic tap ndy bang cach tao ra mot
sb tiéu chuan duge dé xuat cho cau tric cua cay vi HD. BIP-43 d& xuat sir dung
chi s6 con cung dau tién nhu mot dinh danh dic biét biéu thi "muyc dich" cua
cau trdc cdy. Dya trén BIP-43, vi HD chi nén str dung mot nhanh cap 1 cua cay,
véi s6 chi muc xac dinh cau trdc va khdng gian tén caa phan con lai caa cay
bang cach xac dinh muc dich cua né. Vi du: vi HD chi sit dung nhanh m /i
&#x27 / nham biéu thi mét muc dich cu thé va muc dich d6 dugc xac dinh bang

sd chi muc

M¢ rong dic diém ky thuat do, BIP-44 dé xuit cdu tric da tai khoan 1a "muc
dich" s 44 'theo BIP-43. Tt ca cac vi HD theo cau tric BIP-44 dugc xac dinh
boi thuc té 1a ching chi sir dung mot nhanh cua cay: m /44 .

BIP-44 chi dinh c4u tric bao gom nim cép do cay duoc xac dinh trudc:

m / muc dich'/ coin_type'/ tai khoan' / thay doi / address_index
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"Muc dich" cip do dau tién ludn dugc dit thanh 44", "coin_type" cép hai chi
dinh loai tién dién tir, cho phép vi HD da tién té trong d6 mdi loai tién té c6 cay
con riéng ¢ cap do thir hai. Hién tai co ba loai tién té duoc xac dinh: Bitcoin 12
m / 44 '/ 0", Bitcoin Testnet 1a m / 44 &#x27 | 1 &#x27;, va Litecoin la m /
A4&H#X2T; | 2&#X2T;,.

Cép d6 tht ba cua cay l1a "tai khoan", cho phép nguoi dung chia nho vi cua
ho thanh cac tai khoan phu logic riéng biét, cho muc dich ké toan hoic té chuc.
Vi du: vi HD c6 thé chira hai "tai khoan" bitcoin: m / 44 &#x27 | 0 #x27; / 0
&#X27: va MIAA&HX2T:10&#X27;/1&#x27;. MJi tai khoan la gbc caa cay con
riéng cua no.

O cap do tha tu, "thay ddi", vi HD c6 hai cdy con, mot dé tao dia chi nhan
va mot dé tao dia chi thay doi. Luu y rang trong khi cac muc truéc si dung dao
ham ctng, mac nay st dung dao ham binh thuong. Piéu nay 1a dé cho phép
muc ndy cua cdy xuat cac khda cong khai mé rong dé sir dung trong méi truong
khong an toan. Pia chi ¢6 thé sir dung 6 ngudn goc tir vi HD khi con 1a con cua
cap bén, lam cho cap do thir nam cua cay tro thanh "address_index". Vi du: dia
chi nhan tht ba cho cac khoan thanh toan bitcoin trong tai khoan chinh s¢ 1a M/
44 &#x27 | 0 &#x27; 1 0 #x27; / 0/2. Vi du vé céu tric vi BIP-44 HD cho thay
mot vai vi du khac.

Bang 7. Vi du vé cau tric vi BIP-44 HD

HD path Key described
M/448#x2T;/0&#x2T;/0&#x27,/0/2 The third receiving public key for the primary bitcoin account
M/448#x2T;/0&#x27;/3&#x27;/1/14 The fifteenth change-address public key for the fourth bitcoin account

m/448#x27;/2 &#x27;/0&#x27;/0/1 The second private key in the Litecoin main account, for signing transactions
2.3 Sirdung khda cong khai mé rong trén cira hang truc tuyén
Vi HD duoc st dung ctra hang truc tuyén cua Gabriel.

Gabriel lan dau tién thiét 1ap cta hang truc tuyén cia minh nhu mot so
thich, dua trén mot trang Wordpress duoc luu trit don gian. Cira hang cua anh
kha co ban chi véi mot vai trang va mot mau don dat hang véi mot dia chi
Bitcoin duy nhat.
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Gabriel da str dung dia chi Bitcoin dau tién dugc tao boi thiét bi Trezor cua
minh 1am dia chi Bitcoin chinh cho ctra hang cua minh. Bang céach nay, tat ca
cac khoan thanh toan dén s& duogc thanh toan dén mot dia chi dugc kiém soét
bai vi phan cang Trezor cua anh ay.

Khach hang sé& gui don dat hang bang cach sir dung biéu mau va gui thanh
toan dén dia chi Bitcoin di cong bd cua Gabriel, kich hoat email véi chi tiét don
dit hang dé Gabriel xir ly. Chi véi mot vai don dat hang mdi tuan, hé théng nay
hoat dong du tét.

Tuy nhién, ctra hang truc tuyén nho da tré nén kha thanh céng va thu hat
nhiéu don dat hang tir cong dong dia phuong. Ngay sau d6, Gabriel di bi
choang ngop. Véi tat ca cac don dat hang thanh toan cing mét dia chi, viéc
khép chinh xac cac don dat hang va giao dich tré nén kho khan, dac biét la khi
nhiéu don dit hang cho cling mét sé tién dén gan nhau.

Vi HD cua Gabriel cung cidp mét giai phap tét hon nhiéu thdng qua kha
nang 1ay khoa con cong khai ma khong can biét private key tu. Gabriel co thé
tai khda céng khai mo rong (xpub) trén trang web caa minh, ¢ thé duoc st
dung dé lay mot dia chi duy nhat cho mdi don dat hang caa khéach hang. Gabriel
c6 thé chi tiéu tién tir Trezor ciia minh, nhung xpub duoc tai trén trang web chi
c6 thé tao dia chi va nhan tién. Tinh ning nay cta vi HD 14 mot tinh ning bao
mat tuyét voi. Trang web cua Gabriel khdng chta bét ky private key tu nao va
do d6 khéng can mic do bao mat cao.

Pé xuat xpub, Gabriel sir dung ung dung Trezor Suite danh cho may tinh dé
ban két hop véi vi phan ciing Trezor. Thiét bi Trezor phai duoc cam vao dé xuét
khoa cong khai. Luu y rang vi phan cing s& khdng bao gio xut private key tu
— nhimg khéa dé ludn ton tai trén thiét bi. Xuat xpub tir vi cang Trezor cho
thay nhiing gi Gabriel thay trong Trezor Suite khi xuat xpub.
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BTC Account #1 public key (XPUB) X

Xxpub6Cy7dUR4AZKF22HEUVg7epRgRsoXfL2ZMK1RES1
CSvplZySySoYGXk5PUY9y9Cc5ExpnSwXyimQAsVhyy
PDNDrfj4xjDsKZJNYgsHXoEPNCYQ

Copy public key

Hinh 12. Xuét xpub tir vi ciing Trezor

Gabriel sao chép xpub vao phan mém cira hang bitcoin cua cira hang truc
tuyén cua minh. Anh ay sir dung May chit BTCPay, mot ctra hang truc tuyén ma
nguén mad cho nhiéu nén tang ndi dung va luu trir web. May chi BTCPay st
dung xpub dé tao mot dia chi duy nhat cho mdi giao dich mua.

Kham pha va quan ly tai khoan

Cong viéc kinh doanh cta Gabriel dang phat trién manh mé. Anh ay da cung
cap khoa cong khai mo rong (xpub) caa minh cho May cha BTCPay, noi dang
tao dia chi duy nhat cho khach hang dén trang web cua anh ay. Méi khi khéach
hang vao trang web cua Gabriel nhap vao ndt "Thanh toan" véi mot phuong
thirc thanh toan dugc chi dinh (trong truong hop nay la bitcoin), May chu
BTCPay s& tao mot dia chi méi cho khach hang d6. Cuy thé hon, BTCPay Server
lap lai trén cAy address index dé tao mét dja chi moi dé hién thi cho khach
hang, nhu dugc xac dinh bai BIP-44. Néu khach hang quyét dinh chuyén doi
phuong thirc thanh todn hoac tir bo hoan toan giao dich, dia chi Bitcoin nay sé
khong dugc sir dung va sé khong duoc su dung cho khach hang khac ngay lap
tac.

Tai mot thoi diém duy nhat, trang web caa Gabriel c¢d thé c6 mot khéi luong
l6n cac dia chi néi bat cho khach hang mua hang, mot sb trong dé c6 thé khdng
duoc sir dung va cudi cing hét han. Khi cac dia chi nay hét han, May cha
BTCPay s& quay lai sir dung lai cac dia chi nay dé lap day khoang trong trong
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address index, nhung rd rang 1am thé nao c6 thé c6 khoang trong giira cac la
address_index cua cdy xac dinh phan cip noi tién thuc sy duogc dat.

Gia str Gabriel quan tam dén viéc xem tong s bitcoin kiém duoc trén vi chi
xem (vi cho phép xem lich sir giao dich, nhung khong chi tiéu tién) tach biét véi
May chit BTCPay nhung ciing phii hop Vi tiéu chuan BIP-44. Vi riéng biét nay
nén tim kiém tién trong cay phan cap rong 16n nay nhu thé ndo va khi nao né
nén nging tim kiém? Hau hét cac vi thuong s& tuan theo mot quy trinh lap di
lap lai str dung gidi han dugc xac dinh trudce, duoc goi la gidi han khoang cach.
Néu, trong khi tim kiém cac dia chi da su dung, vi khéng tim thay cac dia chi
duoc sir dung lién tiép vuot qua sé giéi han nay, no sé ngung tim kiém chudi
dia chi. Gigi han khoang cach mic dinh thuong dugce dat thanh 20. Diéu nay
duoc trinh bay chi tiét trong BIP-44.

Chu y: Gidgi han khoang céch giai thich hién tuwong theo d6 viéc nhap vi co
thé hién thi s6 du khong chinh xac hodc bang khéng. Cac khoan tién khdng bi
mat, ma thay vao d6, chtc niang nhap vi da khong di qua du 1a dé phét hién day
du tién. Nhiéu vi cho phép thay ddi giéi han khoang cach mic dinh nay va
Gabriel ¢ thé can tang gidi han nay dé cho phép vi cia minh nhap day du lich
st giao dich cua minh,
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