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Nghién ctru tirng dung thiét bi LoRa IoT Gateway dé thiét ké hé théng
giam sat tur xa trén Web Server

Piing Viin Chi "+*, Nguyén Birc Khoat !, Nguyé&n Thé Lyc !
!Trieong Pai hoec M6 - Bja chdt

TOM TAT

Thiét bj LoRa Gateway déng m6t vai trd quan trong trong cdc (tng dung loT(Internet of Things), nhiém
vu chinh 1a két ndi giita cdc mang cam bién LoRa véi cdc mang truyén théng hoic Internet. Bai bdo nay
trinh bay nhitng nghién ctru budc dlu trong viée img dyng thiét bj LoRa Gateway d& thiét ké va phat trién
hé théng gidm sat t¥ xa. Noi dung nghién ciru bao gdm d& xut cdu hinh thiét bj cho hé théng, I3p trinh
code cho board Arduino va LoRa Shield d& thu thap dit li¢u do tir cac sensor node va truyén thong khong
diy bing séng LoRa dén LoRa Gateway LGO1-N. Thiét bj LGO1-N c6 chirc ning giri di ligu Ién Web
Server dya trén nén tang Cloud Service cua Thingspeak bing giao thirc MQTT(Message Queing Telemetry
Transport). Giao dién dugc thiét 1ap trén Thingspeak s& hién thi truc tuyén va luru trix gié tri do tir c4c sensor
node. Hé théng da dugc tich hgp va chay thir nghiém trén m6 hinh giidm sat thong 56 nhiét 46 va 46 4m méi
trrong, budc dau danh gia cho két qua kha quan véi d¢ chinh x4c cao. Pam bao thu nhan dugce dif liéu vai
khoang cach cic diém do dén 10km trong treong hop khong bi che chén. Két qua nghién ciru cho phép
trién khai hé thong IoT vao thyuc té véi cac tmg dung c6 yéu cau do, gidm sat tir xa bing Web Server.

Tir khéa: LoRa Gateway LGO1-N; IoT Gateway; Thingspeak; Web Server; MQTT.

1. Dit vin dé

Su phat trién cua Internet, dién thoai Smartphone va dic biét la cac thiét bi cam bién khong day... Cong
nghé IoT dang tr& thanh xu hudéng phat trién méi cua Thé Gidi. IoT dugc dinh nghia la nhimg d6i twong
(Things) c6 kha nang két néi mang Internet va tdc dong qua lai giita cac dich vu Web. N6 cho phép nhiéu
déi tugng dugc nhiing véi cac giao dién truyén thng c6 déy hoac khong c6 day deé ty dong ket noi va trong
tac véi nhau. IoT 1a mét hé théng lién két cac h¢ dicu khién nhung, cdc cam bién, phan mém va mang
internet. ) e ' L

Cic hé théng do ludmg, gidm sat tyr dong di va dang dugc (mg dung pho plen & cdc nuge ;_)l’xat trién
trong moi moi linh vyc cong nghiép, néng nghi¢p, mdi trudng, Smart City, giao thong, y te, gido duc...

I3

Trudc viéc cong nghé IoT phat trién manh mé trén Thé Gidi, Viét Nam ciing 13 nudc don diu xu thé dé.

Trén thi truomg hién nay c6 nhiéu hé théng IoT da va dang dugc trién khe.u' l’mgﬂdungi nh}l: c{ac l}é th‘éng‘do
ludng giam sat ty dong moi truong, hé thong tudi tiéu tu dong, .trong giao th9ng :van‘tal }a cac h¢ §h°{8
diéu khién va giam sat giao thong, thu phi khéng dimg, phat ngudi camera... Thi phéan h’¢ t.ho’n.g IqTAtgu Viét
Nam hién cé chu yéu 12 cua céc doanh nghiép nuéc ngoai. Céc doanh qghl?p trgng nuge méi chi }ap trung
véo céac img dyng trén nén tang dién thogi di dgng, mdy tinh, chua khai thac triét dé tinh nang thong minh
ciia c4c hé théng cam bién hay céc ngudn dit liéu 16n Big Data. o o

Nhiét 46 va 46 4m 12 mét trong nhing dai lu’qu vt ly dugc quan tam nlzleu tro?g céc hé t.hongAdo
ludng, didu khién va giam sét do n6 c6 vai tro quyet dinh la‘m) thay doi _t{nh c!mt cﬁa. vit c!mt. :I‘ropg cong
nghiép, dic diém cua nhiét 4 1a 1am thay dbi lién tuc cac dai lugng c‘:h;'u sw anh huomgécua n6, vi d_u nhu
4p suat, mic, luu lugng, néng 45..., trong méi truong séng m’z 1a )'léu to t.tac d?ng ch}nP dén sy sc?ng cua ;:r}
ngudi, trong néng nghiép (Cao Hoang Tién, 2015) viéc giit on dinh nhiét d¢ va d¢ am‘trong hé thg:’gh a
kinh la yéu t4 quan trong quyét djnh dén viecZi ting trudng cgn nl:lui g‘hﬁt lugng ctia san phim... Chinh Vi

cong thc do va gidm s4t ty ddng tir xa 12 rit quan trong va can izt L
v Hiéf nay tronggnudc cling d4 cé nhiéu cong trinh, aé tl}i d}rqc cdc nha Khou‘ hoc ngh}e‘r; el k&znﬂi
budc trién khai cc giai phap do ludng gidm sat tir xa nhur: dé tai: “Phuong pf\ép gltﬁ‘m St;t‘va V\Ilflt:l e i
théng s6 méi trudng trén ngn tang dién todn dém miy qua mang truyén thox}g kh}‘ongA ﬂlzlh" ¥ Tuzifpng
Téc gia Pham Ngoc Minh & nnk, tuyén tdp bdo cdo HHi nghj todn qu(‘)c [4n thir 3 ve Dicu khién

* Tac gia lién h¢
Email: dangvanchi@humg.edu.vn



héa (Pham Ngoc Minh & nnk, 2015). B8 i nghién cau cd ok
( ‘ , , ghién cu clp nhi nude “Anh huiny caa F Ac ey
trj va lugng mm} & Vit Nam va khi nfing dy bho”, tac gid Ngu &n P Ng(r, ’l’mr:z :”U; Kr;:‘(,glé;h‘ittzgc
thuy viin v mdi trrdmg (Nguyén Dire Ngtt, 2012). Dijc bi¢t dé tai thuge dy 4n PAM Air “Nghién clru h%
lh'l((m# glrl[im g&il clh\dll IU'(,:lg khOng ih( cho uﬁcAm('; thun 1§ thién Quang Ninh” dugc thyc hién vai sy hgp tac
cin hai Trudmg 10 Dyi hoe Pong A (Han Qude) va Trudmg Dyi hoc M6 - Dia ¢ ' ;
et 2018 3050, g Pui hoc M6 - Dja chit (Dy 4n PAM Air) thyc
T nhitng nghién ciru trude do, trong nghibn clru niy tac gia mub i j
i , gia mubn A& xult mot giai phap co gis tha

thiip, 9 tin c@ly va On dinh cuo. St dyng cOng nghé truyén LoRa cho phép truyén :‘(1 c{{:: n:nu:rg::;dcdlrz:
Gateway vdi khodng céch xa 18n t6i 15km. Thong qua LoRa Gateway d(r liéu c6 thé truyén vé trung tim
(\i\/cg ch;vc‘;) cl,(:) l:é llt;Gngﬁqm:i Wifi, Ethenct h()ljz GPRS/3G..., khbng bj gidi hyn bdi khoang cach dja ly
v ¢6 thé vin hanh gidm sat bt cir ddu voi wu didm tuy@t dbi 14 t iéu xa nhit vai cé At ti
it yé ruyén d(r liéu xa nhat vai cong suat tiéu
2. Thit ké xAly dyng va phdt trién h¢ thfng

2.1. Xay dyng thiét ké phin ciing

2.1.1. Xdy dyng mé hinh nguyén ly cua h¢ thing

LoRa (Long Range Radio) dugc nghién ctru va phét trién boi Cycleo, ¢6 ¢ ni é truyén dir

. i : ycleo, cong nghé nay c6 the truyén dir
l!?u véi kh‘oang cach hang km.m;l khéng cin cic mach khuéch dgi cong sudt, gitp tiét kiém ning lugng
tiéu thy khi truyén va nhén di liéu. Do d6, LoRa du'?c 4p dyng rdng rii trong cac (ng dung thu thjp dir ligu
nhu sensor network trong d6 céc sensor node c6 thé gui gia trj do vé trung tdm céch xa hang km va c6 thé
hoat déng vdi pin trong thdi gian dai. (xem hinh 1),

) Wifi/Ethernet/3G
) - —p
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ile phone
LoRa Wifi/Ethernet/3G

)
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Hinh 1. So d6 nguyén Iy hé théng LoRa Gateway LG01-N

LoRa sir dung k¥ thudt didu ché Chirp Spread Spectrum véi nguyén ly bdm dit liéu bang cic xung cao
tin dé tao ra tin higu c6 ddy tAn sé cao hon tn 86 ctia dir liéu gdc (goi 14 chipped). Sau d6 tin higu cao tin
niy tiép tuc dugc ma hoa theo céc chudi chirp signal (I céc tin hiéu hinh sin c6 tan sd thay doi theo thai
gian). C6 2 logi chirp signal 1a up-chirp cé tan so tang theo thoi gian va down-chirp cé tin s6 giam theo
thoi gian. Viéc ma ho4 theo nguyén thc bit 1 s& sir dung up-chirp, va bit 0 s& sir dung down-chirp trudc khi
truyégn ra anten dé gui di.

Nhé sir dyng chirp signal ma céc tin hi¢u LoRa vdi céc chirp rate khdc nhau cé thé hoat dong trong cung
mét khu virc ma khéng gdy nhiéu cho nhau. Pidu niy cho phép nhiéu thiét bj LoRa c6 thé trao dbi dit liéu
trén nhiéu kénh ddng thoi (mdi kénh cho 1 chirp rate).

Theo mé hinh trén, h¢ théng dugc thiét 14p véi chc thiét bj hogt dgng nhur sau:
+ Thiét bj hién trudng: 14 h¢ théng cac cam bién dir liéu sensor node déu dugc gin cac module LoRa.

+ Céc dit liéu cam bién lruyén vé by LoRa Gateway djt tgi trung tim khu vyuc dja ly d6. Thong qua
Gateway, dit li¢u c6 thé truyén vé trung tdm (khéng gidi han khoang céch dja ly) thdng qua mang GPRS/3G

ho#c thong qua Internet.

+ Giao dién dugc thiét 1gp trén thingspeak s& hién thj online va luu trit gid tri do tir cic sensor node.



2.1.2. Thiét bi LoRa Gateway LG0I-N

LGO1-N la thiét bj LoRa Gateway ma ngudn md. Cho phép két néi mang khéng day LoRa v&i mang IP
thong qua WiFi, Ethernet, mang di déng 3G/4G. LGO1-N chay trén hé diéu hanh Linux ma ngudn ma, cé
cong USB host dugc sir dung dé két ndi cic module di dong rit linh hoat va két ni mang LoRa véi ’céc
loai mang khac nhau, phi hgp véi yéu clu cia ngudi sir dyng (hinh 2); (http://dragino.cdm)
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Hinh 2. Thiét bj LoRa Gateway LG01-N va so d6 nguyén Iy cdu tric
Théng s6 k¥ thuat LGO1-N:
- B vi xir ly: 400Mhz, AR9331
- Flash: 16MB; RAM 64MB
- Frequency Range:
+ Band 1 (HF): 862 ~ 1020 Mhz
+ Band 2 (LF): 410 ~ 528 Mhz
- Mang 4G LTE (tuy chon): Quectel EC20 LTE module
+ Micro SIM Slot
+ Internal 4G Antenna + External 4G Sticker Antenna.

2.1.3. Dragino LoRa Shield .

La b thu phat LoRa tAm xa dya trén thu vién ma ngudn mé. Lora Shield cho phép ngudi ding gii dir
liéu va dat pham vi cyc xa t6i 11km. Cung cép phd trai rong va mién nhiém cao cia hing Dragino. LoRa
Shield duoc thiét ké theo tiéu chudn cong nghiép, nhé gon, dé dang Iy tin hiéu ve PLC, may tinh, vi xi ly,
may tinh nhung..., (hinh 3). (http://www.arduino.cc/en/Main/ArduinoEthernetShield)

Hinh 3. Thiét bj Dragino LoRa Shield 433MHz Hinh 4. DHT11 Sensor

2.1.4. Cam bién DHT] | ) o
DHTI1 14 logi cam bién 86, duge ding dé do nhiét do va 4§ am khong kh‘i voi Q\) chinh xac cao.
Cong nghé ché 130 va thiét ké cia DIIT11 sensor dam bio dd tin ¢y cao va\ on dmhlkhx t‘wat dng trong
thii gian dai. Cam bién c6 chiit lugng tbt, mirc tiéu thy dién ndng thiip va gid thanh thip, hinh 4.
Théng 56 k§ thudt:

- Dién 4p hogt Ahng: 3 - 5V

- Tan sb 1Ay mlu; 1Hz

-4 chan; Vee — Data - NC - GND

10



2.1.5. Vi diéu khién Arduino

UNO R3 (Pham Quang Huy, Nguy&n Trong Hiéu, 2014)

Vi didu khién Arduino UNO R3 1a kit Arduino UNO thé hé 3 ding chip ATmega328P véi kha ning 1ap
trinh cho céc g dyng diéu khién phirc tap do dugc trang bj c4u hinh manh cho céc loai by nhd ROM,
RAM va Flash, cac ngd vao ra digital 1/O trong 46 c6 nhiéu ngd c6 kha ning xuét tin hiéu PWM, cic ngd
doc tin hiéu analog va céc chuin giao tiép da dang nhu UART, SPI, TWI (12C), hinh 5. (Pham Quang Huy,
Nguyén Trong Hicu, 2014).

> & (K £ Bt T .
U ' CTOWe =

COOoOCROTC

,,,,,,

3,3V 2. 3V ONO B2 -
POLER ANALDG TH

= _U’V
38c2B8% eeviitg

»  Théng sé ky thugt:
- Dién ap hoat dong: SV
- TAn s6 hoat dong: 16 MHz
- 86 chan Digital I/O 14 (6 chan hardware PWM)
- Sb chan Analog 6 (46 phan giai 10bit)

2.2. Thiét ké phin mém
2.2.1. Giao thuc MQTT.

MQTT (Message Queuing Telemetry Transport) 1a mdt giao thirc truyén nhan dir liéu trén nén
TCP/IP (Hoang Minh Son, 2014). MQTT dugc xay dung theo md hinh Publish/subscribe va khai niém
“Topic”, giao thirc don gian va siéu nh¢ thich hop v6i cc hé thong nhing véi bd nhé va ngudn ning lugng
thép. Hinh 6 md ta nguyén ly hoat dng cia giao thitc MQTT, céc Client c6 thé 12 Publisher, Subscriber
hoac ca hai. Néu mot Publisher giri dit lidu vao mét Topic trén MQTT server (dugc goi 1a Broker), vi du
Topic 2, thi chi cé cac Subscriber Client d3 dang ky vao Topic 2 mdi nhén dugc dir liéu. Hon nita Subscriber
nay s& nhan tht ca céc dit liéu dugc giri dén Topic 2 tir nhiéu Publisher khac.

Sensor

Sensor

Pubilisher

Client s Broker )

Client

PC/Smart Phone :
Topic 2 PC/Smart phone

¢—‘--

dient
Hinh 6. Nguyén Iy hoat dpng cua giao thuc MOTT

2.2.2. Thingspeak_Web Server.

Thingspeak 12 mét cloud service ngudn md cung cép cac img dung IoT(internet of things) cho phép
ngudi dung dé dang giri di ligu va cung cép céc giao dién b hoa hién thj dit liéu thong qua giao thirc
HTTP/MQTT qua mang Internet hodc théng qua mang Local Area Network.

Cic budc thuc hién dé 1am viéc véi Thingspeak
- Tao mét tai khoan bing cach dang nhap vio https:/thingspeak.com/
- Tao mot data channel d& luu trit dit lidu tir cam bién thu dugc véi Field_1: temperature va
Field_2: humidity.

11



- LAy URL cén thiét & get hogc upload dit ligu
2.2.3. Ldp trinh C code cho Arduino UNO R3.

Hinh 7 Ia phat trién code dugc 14p trinh C mé ta truyén thong gifta sensor node va vi didu khién Arduino
UNO. Gri dit liéu 1én Thingspeak bang giao thiuc MQTT, code 13p trinh dugc upload cho Arduino UNO.

MQIT,Clent to,ThingSpeak | Aduino 1812 "

File Ed Stetch Tools Help

o

MOTT_Cliont_to_TningSpoak

¢#iaciude “dnt.h”

¥include <SPI.h> {1

tinclude <LoRa.h> L _— : -
J The texperasute and buzidity:

/7 Uper manual sce Slngle Channel LoRs lof #it v2 User Manual vi.0.2.pd? frodf |(20.00°C,20.00%)

7¢ Example 1 Test with & MXIT IoT Server Have fire,the iespersture is send

The texpezature and humidity:

dhe DHT: 41120.00°C,20.60%)

edeZine DNTLL_FIN AQ {gave fire,the tezperature ia zend

const int flame pinsd; //define the jpput pia of flexe IenIOr ‘§]the cempezature and humiditvy:

2loat Temperasure, humidicy, tem, huw 1120.00°C, 80,00V}

ez tem L[8]w{"\0"), hus L1[B1=("\0")¢ {#ave fire ths temgeratcre 1s send

craz *nede_id = “<1334>";  //From LG0L via web Local Chanmsl pectinga on MQTHilTne vempersture end humidity:

uinto t datsaend(36): 1120.00°C, £0.CC%)

anaigned inc couss w 1; enanisasees COMT=44 08004

corigued leng new_tixe,old_tize=d; 1the tezperature asd hioxidicy:

Hink 7. Code cho VDK Arduino UNO_R3
2.3. Nguyén ly lam viéc cua hé thong gidm sdt

) Hinh 8 mé ta nguyén ly hoat dong cua hé théng giam sat tir xa. Hé théng gdm board Arduino dugc dung
de thu thap di licu do nhiét d6 va d6 am. Dit liéu dugc xu Iy, dinh dang va dugc g théng qua module
LoRa Shield dén LoRa Gateway LGO1-N. LoRa Gateway c6 nhiém vy md hoéa dit liéu nhin dugc va gui
1én ThingSpeak 10T Server bang giao thaec MQTT (http://thinkspeak.com).

/ MQIT via Intarnet =P .

Affpmsnm MGITT vi | L | it

e

e 2o

|
1

LGOIN LoRa Goteway = )
A t s = e
' H . 1__‘___‘.—“ . n‘ S o "
P il i i ) ingSpeoak loT Server
i P g RawLoRa ™
sl El 2l t )
1 1 ' 1 1
:‘ §= 'gl ) P
=t T S R
¥ [ i
L 4

<

b,
<The data in LoRa is vnecryp!
Sersoy nodo ! ~Tho Downlink example i:y not yet finished

“‘;@ -The LoRo GPS Shicld exomple is nol yet finished
-'5' 4 i

KEE |opa shield ’
Hinh 8. Nguyén Iy lam viéc cua hé thong giam sat

S

3. Két qua dat dwge

Thiét ké va xay dung dugc hé théng do gidm sét tir xa ung dung thit bi LoRa Gateway co6 kha nang thu
thap gia trj cam bién nhiét d6 va 4o 4m. Dit ligu dugc gui va luu triv grén Webserver. Qua thyc nghi¢m trén
mb hinh hé théng hoat dong theo ding cic yéu cau datra. Hinh 9 1a két qua hién thi dit ligu 2 truong Field 1
va Field_2 trén Thingspeak.

4. Két ludn va hudng phat trién

Bai bao trinh bay cc ndi dung nghién ciru thiét ké, phat trién va thir nghi¢m h¢ théng gidm st tir xa st
dung LoRa Gateway LGO1-N, cong nghé dién toan dém may Thingspeak va cong ngh¢ truyén dir li€u
MQTT.

Hé théng d4 dugc tich hop, 14p trinh va chay thir nghi¢m trén mé hinh gidm sét thong s nhiét do va do
im. Budc diu danh gid cho két qua kha quan dém bao céc yéu clu vé ky thudt va cong nghé, thu nhdn d
ligu vai khoang céch truyén LoRa tdi 15km. Két qua nghién ciru cho phép trién khai hé thong ToT vao thyc
té vdi cac tng dung c6 yéu cAu do, gidm sat tir xa bing Web Server.
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Yimh © I licu do hién thi dwoi dang biéu 46 trén Thingspeak

Trone thiél ké oo tinh chat thi nghiém. sit dung céc sensor va thiét bi co gia thanh thdp nén cin quan
i theo d dén 36 chinh xac va 6n dinh cia hé thong Hom nita khi trién khai véri cac (mg dung ngodn tron
i cang can pha chi Y 1 cAc véu 16 ngoai canh trong méi tnrémg tac dong tn hoat dong cua thiét bi.

Dé yuit bép e danh ga 36 chinh xac, tinh én dinh va bén vimg cua hé théng, mé rimg va phat trién
him cdc cam bién co tinh img dung cao trong cong nghiép. nong nghiép va trong mor mét dén song xi hon
vén e éw hudmg én mot hé théng 1am viée 6n dinh. C6 thé dé dang trién khai vio thuc té 4p dung céng
nght LoRa loT Gateway. dap img kip thin van su phat trién rat manh mé cua cuéc cach mang cong nghiép
4
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ABSTRACT

Research and apply the LoRa IoT Gateway device to design
for monitoring system on the Web Server

Dang Van Chi A", Nguyen Duc Khoat B', Nguyen The Luc C'
'Hanoi University of Mining and Geology

LoRa Gateway devices play an important role in IoT applications (Internet of Things), the function is to
connect LoRa sensor networks with traditional networks or the Internet. This paper presents research and
application of LoRa Gateway equipment to design and develop surveillance systems using LoRa
technology. The research contents include configuration design for the system, C programming for Arduino
boards and LoRa Shield to collect measurement data from sensor nodes and wireless communication by
LoRa to LoRa Gateway LGO01-N. LGO1-N device sends data to Web Server based on Thingspeak Cloud
Service by MQTT (Message Queing Telemetry Transport). The interface set on Thingspeak will display
online and store the measurement values from the sensor nodes. The system has been integrated and tested
on temperature and humidity monitoring model. The research results allow the implementation of IoT
system in practice with monitoring applications on Web Server.

Keywords: LoRa Gateway LG01-N; IoT Gateway, Thingspeak; Web Server; MQTT.
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